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ABSTRACT 

 
ARTICLE INFO 

In public network/database the practical solution to the problem is applied using our 

scheme. In our system, user forwards the query for requesting data to the broker 

which then forwards it to the corresponding co-coordinator. Brokers as well as co-

coordinator’s both are trusted and authorized by central authority (CA). IBS has 

truthful assumptions on brokers who can fulfills the requirements of user by locating 

right data provider where necessary data is present. With rising concerns on 

protecting the sensitive data, the organizations prefer information sharing in a 

privacy-preserving way, instead of merely full trust on brokers as the brokers may 

leak information to unauthorized users or even be hacked. It follows that sensitive 

data needs to be encrypted before outsourcing for data privacy or user privacy. 

System uses asymmetric key cryptographic algorithm, where user data is encrypted 

using a public key and decrypted at a user side using private key. The proposed 

system integrates security enforcement, load balancing and query routing while 

preserving system-wide privacy. 
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I.  INTRODUCTION 

 

In order to assure security and privacy of users sensitive data 

stored in a data providers repository, a commonly adopted 

approach is to encrypt the data before forwarding it to the  

user. Since the system uses public key for encryption and 

private key for decryption, the confidentiality of the user’s 

data is assured. Public key cryptography finds its strongest 

application when parties do not have any former relationship 

wants to exchange sensitive data with each other. RSA 

implements a public key cryptography that allows secure 

communication and digital signatures, and its security rests 

in part on the difficulty of factoring large numbers. Despite 

hundreds of years of study of the problem, finding the factors 

of a large number still takes long time in general. The fastest 

current methods are much faster than the simple way of 

trying all possible factors one at a time. However, they are 

still costly. For instance, it has been estimated recently that 

finding the prime factors of a 1024-bit number would take a 

year on a machine. A 2048-bit number would require quite a 

few billion times more work. However a traditional 1024-bit 

key RSA has several issues that could potentially damage 

RSA’s security, such as timing attacks and problems with 

key distribution. In fact these issues have solutions; the only 

downside is that any device implementing RSA would have 

to have much more hardware and software to counter certain 

types of attacks or attempts at eavesdropping. To address 

such shortcoming, we introduce 2048 bit key which 

overcomes the limitations of earlier 1024 bit length key. 

1024 bit key is faster than 2048 bit key but experts predict 

that it may be breakable in the near future, so we need 

stronger key than earlier version. 2048 bit key results in 

much more security and performance. 

 

II. RELATED WORK 

 
RSA-2048 BIT KEY  

 

We introduce the idea of asymmetric encryption, in which a 

key required to encrypt data is made public, but the 

corresponding key required to decrypt is kept private, for 

example in a file on the server to which clients connect. 

Such a system solves the problem of how to send a 

temporary encryption key securely to the server when 

opening a secure connection. A widespread asymmetric 
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encryption system is RSA, named after inventors Rivest, 

Shamir & Adleman. RSA encryption and decryption are 

basically mathematical operations. As one-off process, we 

need to generate an RSA key pair that from then on, we’ll 

use for all conversations between our clients and server. 

Creating an RSA key pair basically consist of getting a 

modulus, which is based on two random primes proposed to 

be unique to that key pair, picking a public exponent then 

calculating the equivalent private exponent given the 

modulus and public exponent. In fact, we need to store the 

public and private keys someplace. Usually, the private key 

will be placed on our server, and the public key distributed 

to clients. To store the key, we just need to pull out the 

modulus and the public-private exponents, then write these 

numbers to some file or put in whatever well-situated place. 

In 800-57, NIST advises that 1024-bit RSA keys will no 

longer be feasible after 2010 and advises to move to 2048-

bit RSA keys. NIST advises that 2048-bit keys should be 

feasible until 2030. Some people have preference on RSA 

4096-bit keys, considering “longer is better”. However, 

“longer is better” is not always true. When it’s long, it 

requires more computational resources, memory and storage, 

and it consumes more power for normal usages. These days, 

many people have enough computational resource, that 

would be true, but less is better for power consumption. For 

security, the key length is just a single factor. We had and 

will have algorithm issues, too. It is true that it’s difficult to 

update our public keys, but this problem wouldn’t be solved 

by just having longer keys. 

 

III.  EXISTING SYSTEM 

The existing system PPIB (Privacy Preserving Information 

Brokering) scheme is for secure data transmission. Although 

this scheme is primarily based on RSA-1024 bit key 

encryption algorithm which is a asymmetric key encryption 

scheme for secure data transmission with the concept of 

public-private key. Basically it is a great solution for 

different attacks like Attribute-correlation attack and 

inference attack. Despite recent advancements in 

implementation techniques, currently this encryption 

scheme is prone to different kinds of attacks as it uses only 

1024 bits of key for encryption and decryption so it seems to 

be less secure due to recent advancements in factorization 

algorithms. 

IV. PROPOSED SYSTEM 

 

Now a day there is an increasing need for inter-

organizational information sharing to facilitate extensive 

collaboration. At the same time it is challenging task to 

handle heterogeneous data and provide interoperability for 

the same. In many applications we need enforcement 

information sharing, in which organizations share 

information in a conservative and controlled manner due to 

business considerations or legal reasons. Here we are 

providing new emerging technique for hospital information 

systems. Our aim is to facilitate access to and retrieval of 

hospital data across collaborative healthcare providers that 

include a number of regional hospitals, on-line patients 

requirement etc. The privacy of a data owner (Hospital) is 

the identifiable. Data and sensitive or personal information 

carried by this data (Hospital patient’s records). Data 

providers are authorized and trusted to prevent unauthorized 

use or disclosure. Data providers store the collected data 

locally and create two types of meta-data, namely routing 

meta-data and access control meta-data, for data brokering. 

Both types of meta-data are considered privacy of a data 

provider. Data requesters may reveal identifiable or private 

information (e.g., information specifying his interest) in the 

querying content. For example, a query about USER reveals 

the user details. Using RSA with 2048 bit length key we can 

defeat different kinds of attacks like attribute-correlation 

attack, inference attack, etc.  

 

Modules in the system: 

 

Coordinator Module 

It is responsible for content-based query routing and access 

control. Each coordinator holds segment of access control 

and routing guidelines. It receives query from broker and 

forwards the requested data to the intended user.  

 

Broker Module  

It is mainly responsible for user authentication and query 

routing. It acts as a mediator between coordinator and data 

user. The request received by broker is verified and passed 

to the coordinator. 

 

User Module 

It forwards the query for requesting data to the broker. 

 

CA (Central Authority) Module  
Performs the task of authorization. Brokers and coordinators 

are selected by CA. It assigns job to each coordinator. 

 

V. SYSTEM ARCHITECTURE 

 
Fig 1. Architecture of SPIBS. 
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User sends query to broker for requesting data. Broker who 

is free to handle query responds to the users query. Broker 

then forwards it to the particular Coordinator who in turns 

sends the requesting data directly to the user. Here CA 

(Central Authority) performs the task of authorization. Both 

brokers and coordinators are authorized by CA. Brokers are 

the main entities which performs load balancing and query 

routing.CA allocates different work for each coordinator 

who in turns performs its assigned task. In case, if any 

broker leaves the system or work then CA has pending 

request of brokers who are interested to join. CA can 

appoint any of the brokers from requesting brokers queue. 

In case of emergency doctors has authority to access reports 

of the user. 

 

VI. CONCLUSION 

 
We propose the RSA 2048 bit key length scheme for the 

formal security of the system. 1024-bit RSA keys will no 

longer be viable so it is advised to move on 2048-bit RSA 

keys. NIST advises that 2048-bit keys should be viable until 

2030. RSA solves the problem of different kinds of attacks. 

As system generates 2048 bits of key, it is difficult for the 

attackers to gain access to the user’s private data. Using the 

RSA 2048 bit key scheme as a key building block, we 

proposed an improved approach to securely share sensitive 

data to the intended user. Our approach assures the 

confidentiality of the data while forwarding it to the user, by 

enforcing the access control policies of the data owner. 

Further, for multiple user queries, brokers perform the task 

of load balancing. In case of emergency doctors have 

authority to request the data. RSA is an efficient scheme and 

improved approach for the data security. 
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